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Notes, cautions, and warnings

% NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the
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A WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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Introduction

This document provides information about the RACADM subcommands, supported RACADM interfaces, and property database
groups and object definitions of CMC for PowerEdge VRTX.

What’s New in This Release

Added the cfgQuickDeploy group.
Added the cfgTrapsSNMPv3Userld and cfgTrapsSNMPv3UserName to the cfgTraps group.

Added the cfgUserAdminSNMPv3Enable, cfgUserAdminSNMPv3AuthenticationType, and cfgUserAdminSNMPv3Privacy Type
to the cfgUserAdmin group.

Added the cfgChassisACPowerRecoveryDisable command to the cfgChassisPower group.

Added the cfgRacTuneFipsModeEnable and cfgRacTuneTLSProtocolVersionEnable property to the cfgRacTuning group.
Added the cfgOobSnmpProtocol and cfgOobSnmpTrapFormat properties to the cfgOobSnmp group.

Added the vdinit and secure options to the createvd command.

Added the following options to the raid command:

— createsecuritykey
— modifysecuritykey
— deletesecuritykey
— encryptvd

— cryptographicerase
— unlock

Supported RACADM Interfaces

The RACADM command-line utility provides a scriptable interface that allows you to remotely configure your Chassis Management
Controller (CMC). The utility runs on the management station and the managed system. It is available on the Dell OpenManage
Systems Management and Documentation DVD or at support.dell.com.

The RACADM utility supports the following interfaces:

SSH or Telnet — Also referred as Firmware RACADM, is accessible by logging in to CMC using SSH or telnet. You do not have
to specify the CMC IP, user name or password to run Firmware RACADM commands.

Remote — Supports executing RACADM commands from a remote management station such as a laptop or desktop. You must
install the DRAC Tools utility from the OpenManage software on the remote computer to run Remote RACADM commands. To

execute Remote RACADM commands, you must formulate the command such as a an SSH/Telnet RACADM command except

that you must also use the =r —i options or the —=r —u —p options. For more information about these options, see the "RACADM

Subcommand Details."

RACADM Syntax Usage

The following section describes the syntax usage for SSH/Telnet and Remote RACADM.
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SSH or Telnet RACADM

racadm getconfig -g <groupname> [-o0 <objectname>]
[-1 <indexnumber>]

racadm <subcommand>

Example

racadm getconfig -g idracinfo

racadm getsysinfo

Remote RACADM

racadm -r <CMC IP> -u <username> -p <password> getconfig -g <groupname> [-0O
<objectname>] [-i <indexnumber>]

racadm -r <CMC IP> -u <username> -p <password> <subcommand>

Example

racadm -r <CMC IP> -u myuser -p mypass getconfig -g idracinfo

racadm -r <CMC IP> -u myuser -p mypass getsysinfo

RACADM Command Options

The following table lists the options for the RACADM command.
Table 1. Racadm command options

Option Description

-r<raclpAdadr> Specifies the controller’s remote IP address.

-r raclpAddr : <port number> Use:<port number> if the iDRAC port number is not the default
port (443).

-u <usrName> Specifies the user name that is used to authenticate the

command transaction. If the -u option is used, the -p option
must be used, and the -i option (interactive) is not allowed.

-p <password> Specifies the password used to authenticate the command
transaction. If the -p option is used, the -i option is not allowed.

-S Specifies that RACADM should check for invalid certificate
errors. RACADM stops the execution of the command with an
error message if it detects an invalid certificate.

-l <indexnumber> Specifies the index number for the indexed group, if applicable.
-g <groupname> Specifies the group name, if applicable.
-0 objectname Specifies the object name, if applicable.

The following table provides the supported RACADM interfaces.
Table 2. Racadm interfaces

Type Local RACADM SSH/Telnet RACADM Remote RACADM
CMC No Yes Yes

% NOTE: Multiple instances of remote RACADM can be executed on a management station.
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Supported RACADM Subcommands

The following table provides the list of RACADM subcommands and their corresponding interface support. For more information

about the RACADM sub-commands including syntax and valid entries, see RACADM Subcommand Details.
Table 3. Racadm subcommands

Subcommand

""" and "?<subcommand>"

chassisaction
chassislog
closessn

clrsel
cmcchangeover
config

connect
deploy
eventfilters
fanoffset
feature
featurecard
fwupdate

get
getactiveerrors
getassettag
getchassisname
getconfig
getdcinfo
getflexaddr
getioinfo
getled
getmacaddress
getmodinfo
getniccfg
getpbinfo
getpciecfg
getpminfo
getraclog

4

Telnet/SSH/Serial

Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Remote RACADM
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Subcommand

CMC

getractime

getredundancymode

getsel
getsensorinfo
getslotname
getssninfo
getsvctag
getsysinfo
getversion

help and help <subcommand>

ifconfig
jobgqueue
krbkeytabupload

license
netstat

ping

ping6
racdump
racreset
racresetpcie
racresetcfg
raid
remoteimage
serveraction
set
setassettag
setflexaddr
setled
setniccfg
setpciecfg

setractime
setslotname
setsysinfo
sshpkauth

sslcertview

sslcsrgen

DALLEMC

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yesz
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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Subcommand CMC

sslresetcfg Yes Yes
testemail Yes Yes
testfeature Yes Yes
testtrap Yes Yes
traceroute Yes Yes
traceroute6 Yes Yes

Other Documents You May Need

To access the documents from the Dell Support site. Along with this Reference Guide, you can access the following guides available

at dell.com/support/manuals.

The VRTX CMC Online Help provides information about using the Web interface. To access the Online Help, click Help on the
CMC web interface.

The Chassis Management Controller for PowerEdge VRTX User's Guide provides information about using the VRTX-related
Web interface features.

The Dell Chassis Management Controller (CMC) for Dell PowerEdge VRTX Version Release Notes provides last-minute updates
to the system or documentation or advanced technical reference material intended for experienced users or technicians.

The Integrated Dell Remote Access Controller 7 (iDRAC7) User's Guide provides information about installation, configuration,
and maintenance of the iIDRAC on managed systems.

The Dell OpenManage Server Administrator’s User’s Guide provides information about installing and using Server Administrator.

The Dell Update Packages User's Guide provides information about obtaining and using Dell Update Packages as part of your
system update strategy.

The Dell Shared PowerEdge RAID Controller (PERC) 8 User's Guide provides information about deploying the Shared PERC 8
card and managing the storage subsystem. This document is available online at dell.com/storagecontrollermanuals.

Dell systems management application documentation provides information about installing and using the systems management
software.

The following system documents provide more information about the system in which VRTX CMC is installed:

The safety instructions that came with your system provide important safety and regulatory information. For additional
regulatory information, see the Regulatory Compliance home page at www.dell.com/regulatory_compliance. Warranty
information may be included within this document or as a separate document.

The Dell PowerEdge VRTX Getting Started Guide shipped with your system provides an overview of system features, setting up
your system, and technical specifications.

The setup placemat shipped with your system provides information about the initial system setup and configuration.

The server module's Owner's Manual provides information about the server module's features and describes how to
troubleshoot the server module and install or replace the server module's components. This document is available online at
dell.com/poweredgemanuals.

The rack documentation included with your rack solution describes how to install your system into a rack, if required.
For the full name of an abbreviation or acronym used in this document, see the Glossary at dell.com/support/manuals.

Systems management software documentation describes the features, requirements, installation, and basic operation of the
software.

Documentation for any components you purchased separately provides information to configure and install these options.

Any media that ships with your system that provides documentation and tools for configuring and managing your system,
including those pertaining to the operating system, system management software, system updates, and system components
that you purchased with your system. For more information on the system, scan the Quick Resource Locator (QRL) available on
your system and the system setup placemat that shipped with your system. Download the QRL application from your mobile
platform to enable the application on your mobile device.

Updates are sometimes included with the system to describe changes to the system, software, and/or documentation. Always read
the updates first, because they often supersede information in other documents.

DELLEMC



Accessing documents from Dell support site

You can access the required documents in one of the following ways:

Using the following links:

For all Enterprise Systems Management documents — Dell.com/SoftwareSecurityManuals

For OpenManage documents — Dell.com/OpenManageManuals
For Remote Enterprise Systems Management documents — Dell.com/esmmanuals

For iDRAC and Lifecycle Controller documents — Dell.com/idracmanuals

For OpenManage Connections Enterprise Systems Management documents — Dell.com/
OMConnectionsEnterpriseSystemsManagement

For Serviceability Tools documents — Dell.com/ServiceabilityTools
For Client Command Suite Systems Management documents — Dell.com/DellClientCommandSuiteManuals

From the Dell Support site:

d.

Go to Dell.com/Support/Home.

Under Select a product section, click Software & Security.

In the Software & Security group box, click the required link from the following:

— Enterprise Systems Management

— Remote Enterprise Systems Management

— Serviceability Tools

— Dell Client Command Suite

— Connections Client Systems Management

To view a document, click the required product version.

Using search engines:

Type the name and version of the document in the search box.

DEALEMC
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http://www.dell.com/support/home/Products/software
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/remote_ent_sys_mgmt
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/ent_sys_mgmt
http://www.dell.com/support/home/Products/software/svrblty_tools
http://www.dell.com/support/home/Products/software/client_comnd_suite
https://www.dell.com/support/home

RACADM Subcommand Details

This section provides detailed descriptions about the RACADM subcommands, including the syntax and valid entries.

Guidelines to Quote Strings Containing Special Characters When Using
RACADM Commands

When using strings that contain special characters, use the following guidelines:

Strings containing the following special characters must be quoted using single quotation marks or double quotation marks:

$ (dollar sign)

" (double quotation marks)
' (single quotation marks)
" (back quotation marks)
\ (backslash)

~ (tilde)

; (semicolon)

| (vertical bar)

( (left parentheses)

) (right parentheses)

& (ampersand)

> (greater than)

< (less than)

# (pound)

ASCII code 32 (space)

ﬁ NOTE: The - (dash) character cannot be the first character of the string, regardless of whether the string is quoted.

There are different escaping rules for using single quotation mark and double quotation marks.
For double quoting:

The following characters must be escaped by prepending a backslash:

$ (dollar sign)

" (double quotation marks)
' (single quotation marks)

* (back quotation marks)
\ (backslash)

For example, use the following for a string that contains the special characters, $, ",', and \.

For single quotation marks:

No character escaping is necessary.
A single quotation mark cannot be used even with a backslash escaped.

% NOTE: An empty string may be specified as either "" (using double quotation marks) or "' (using single quotation mark).
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"?2"and "?<subcommand>"

Table 4. Racadm help commands

Description Displays all the subcommands you can use with the RACADM command and a one-line description

of each subcommand.
? followed by <subcommand> displays the syntax for the specified command.
To use this subcommand, you must have the CMC Login User privilege.

You can also use the help and help <subcommanad> commands to obtain the same information.

Synopsis racadm ?

racadm ? <subcommand>

Input NA
Output NA

Example for RACADM ?

The following output example shows only part of the actual output for the racadm ? command. Descriptions shown in this
example may vary slightly from the descriptions in your racadm session.

racadm °?

help -- list racadm subcommand description

help <subcommand> -- display usage summary for a subcommand

? -- list racadm subcommand description

? <subcommand> -- display usage summary for a subcommand

arp -- display the networking arp table
chassisaction -— execute chassis or switch power-up/down/cycle or
KVM powercycle

clrraclog -- clear the CMC log

clrsel -— clear the System Event Log (SEL)
cmcchangeover -- Changes the redundant state of the CMC from active
to standby and vice versa

config -- modify CMC configuration properties
setniccfg -- modify network configuration properties
setractime -- set the time on the CMC

setslotname -- sets the name of the slot in the chassis
setsysinfo -- set the chassis name and chassis location
sslcertview -- display a CA/server certificate in the CMC
sslcsrgen -- generate a certificate CSR from the CMC
testemail -- test CMC e-mail notifications

testfeature -- test CMC feature x

testtrap -- test CMC SNMP trap notifications
traceroute -- determine the route of a packet
tracerouteb -- determine the route of a packet

Example for RACADM ? <subcommanad>

racadm ? getsysinfo

getsysinfo -- display general CMC and system information
Usage:

racadm getsysinfo [-d] [-c] [-A] [-4] [-6]

Valid Options:

-d : show CMC information

-c : show chassis information

-A : do not show headers or labels

-4 : show CMC IPv4 information

-6 : show CMC IPv6 information

DUALLEMC
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help and help <subcommand>

Table 5. Help commands

Description Lists all the subcommands available for use with RACADM and provides a short description for each. You may
also type a subcommand after help.
Synopsis racadm help
racadm help <subcommand>
Input None
Output The help command displays a complete list of subcommands.
Example racadm help getsysinfo
chassislog
Table 6. chassislog
Description Allows you to view, export, or clear the chassis log history.
To clear a chassis log, you must have the Clear Logs Administrator privilege.
% NOTE: It is recommended that you use Firmware RACADM to run this subcommand.
Synopsis racadm chassislog view [-1]
racadm chassislog view [-c <category> [-s <severity>] [-b
<subcategory>]
[-g <sequence no.>] [-n <number of records>] [-r <start timestamp>]
[-e <end timestamp>]
Input
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-i — Displays the number of records present in the active log. You cannot use this option with
any other option.

-c — The log type to filter the records. Provide multiple categories using a "," as the delimiter.
The value is case-insensitive. Valid Category values:

- Al

— System

— Storage

— Updates

— Audit

— Config

-q - The sequence number from which the records must be displayed.

-n - Specifies the n Number of records to be displayed.

-r - Displays events that have occurred after this time. The time format is yyyy-mm-dd
HH:MM:SS. The time stamp must be provided within double quotes.

-e - Displays events that have occurred before this time. The time format is yyyy-mm-dd
HH:MM:SS. The time stamp must be provided within double quotes.

-f <filename> - Specifies the file location and name where the chassis log is exported.
-a <name> - Specifies the FTP Server IP address or FQDN, user name, and password.
-d <path> - Specifies the path to the file on the FTP server.

-I <location> - Specifies the location of the network share or area on file system where chassis
log is exported. Two types of network shares are supported:

— SMB mounted path: //<ipaddress or domain name>/<share_name>/<path_to_image>
— NFS mounted path: <ipaddress>:/<path_to_image>.

-u <user> — Specifies the user name for accessing the FTP Server, or Domain and User Name
for accessing network share location.
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-p <password> — Specifies the password for accessing the FTP Server or Share location.

-s — Filters records based on severity. Provide multiple severities using a comma (,) as the
delimiter. The values are not case-sensitive. The valid severity values are:

1. Warning
2. Critical
3. Info

-b — The subcategory used to filter the records. Provide multiple subcategories using a comma

(,) as the delimiter. The values are not case-sensitive. The valid subcategories are:

CPUA: Proc Absent
MEM: Memory

UEFI: UEFI Event
FC: Fiber Channel
ENC: Storage Enclosure
SYS: System Info
LNK: Link Status
BAT: Battery Event
RSI: Remote Service
OSE: OS Event
VRM: Virtual Console
PSU: Power Supply
Log: Log event

RDU: Redundancy
FCD: Feature Card

CMC: Chassis Management Controller

CTL: Storage Controller
CPU: Processor

CBL: Cable

JCP: Job Control

VF: vFlash Media

IPA: DRAC IP Address
SUP: FW Update Job
RFM: FlexAddress SD
PSUA: PSU Absent
PCI: PCI Device

LIC: Licensing

RFL : IDSDM Media
NIC : NIC Config

VFL : vFlash Event
TMPS : Temperature Statistics
DIS : Auto-Discovery
STOR : Storage

SEL : Sys Event Log
OSD : OS Deployment
SRD : Software RAID
RFLA : IDSDM Absent
TST : Test Alert

FSD : Debug

RED : FW Download
PST : BIOS POST
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— BOOT : BOOT Control

- SSD: PCle SSD

— 10V : 10 Virtualization

— PR Part Exchange

- SWU : Software Change
— USR: User Tracking

— PDR : Physical Disk

— VDR : Virtual Disk

- SWC : Software Config
— DKM : Dell Key Mngr

— NDR : NIC OS Driver

— RAC:RAC Event

— ASR : Auto Sys Reset

— HWC : Hardware Config
— RRDU : IDSDM Redundancy
-  AMP: Amperage

— VLT : Voltage

— DH: Cert Mgmt

— TMP : Temperature

—  VME : Virtual Media

— ITR : Intrusion

— BAR: Backup/Restore
- PWR: Power Usage

— VFLA : vFlash Absent

— BIOS : BIOS Management
— LC: Lifecycle Contr

— FAN: Fan Event

— SEC: Security Event

% NOTE: To view or export the Chassis log, only the CMC Login User privilege is required.

Display the number of records present in the Chassis Log:

racadm chassislog view -1

Display the records under the storage category with severity set to warning:
racadm chassislog view -c storage -s warning

Display the records under storage and system categories with severities set to warning or
critical:

racadm chassislog view -c storage,system -s warning,critical

Display the records having severities set to warning or critical, starting from sequence number

racadm chassislog view -s warning,critical -g 4
Display 5 records starting from sequence number 20:
racadm chassislog view -g 20 -n 5

Display all records of events that have occurred between 2011-01-02 23:33:40 and 2011-01-03
00:32:15:

racadm chassislog view -r "2011-01-02 23:33:40" -e "2011-01-03
00:32:15"

Display all the available records from the active Chassis log:
racadm chassislog view -n all

Display the last 25 records from the Chassis log:
racadm chassislog view
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Table 7. chassislog export

Description

Synopsis

Input

Example

chassislog clear

Table 8. chassislog clear

Description

Synopsis

Example

DEALEMC

Exports the Chassis log to a remote share.

To export the chassis log, you must have the Clear Logs Administrator privilege.

racadm chassislog export -f<filename> -u<username> -p<password> -
1<CIFS or NFS share>

racadm -r<CMC IP> -u<CMC username> -p<CMC password> chassislog
export -f<filename> -u<username> -p<password> -1<CIFS or NFS share>

racadm chassislog export -f <filename> -u <username> -p <password>
-1 <CIFS share>

racadm chassislog export —-f <filename> -1 <NFS share>

racadm -r <cmcip> -u <cmc username> -p <cmc password> chassislog
export -f <filename> -u <username> - p <password> -1 <CIFS share>

racadm -r <cmcip> -u <cmc username> -p <cmc password> chassislog
export -f <filename> -1 <NFS share>

—f : Filename of the exported Chassis Log.

—u : Username for the remote share to where the file must be exported. Username in a domain
can be given as domain/username

—p : Password for the remote share to where the file must be exported.

—I: Network share location (see the “Example” section for NFS or CIFS share) to where the
Chassis Log must be exported.

Export the Chassis Log to a remote CIFS share

racadm chassislog export -f Mylog.xml -u admin -p mypass -1 //
192.168.0.5/share

- Export the Chassis Log to a remote NFS share

racadm chassislog export -f Mylog.xml -1 192.168.0.5:/home/
lclog user

Deletes the data in the chassis log.
To clear the chassis log, you must have the Clear Logs Administrator privilege.

racadm chassislog clear

racadm -r <CMC IP> -u <CMC username> -p <CMC password> chassislog
clear

Clear the Chassis Log
racadm chassislog clear

Clear the Chassis Log using remote racadm
racadm -r 192.168.0.11 -u root -p calvin chassislog clear
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Table 9. Chassisaction

Description

Synopsis

Input

Output

Example

closessn

Table 10. Closessn

Description

Synopsis

Input
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Runs a power action on the chassis or a switch.
To use this subcommand, you must have the Chassis Control
Administrator privilege.

NOTE: For remote racadm, check the power status of
the module using the getmodinfo command.

racadm chassisaction [-m <module>] <action>

-m <module> — Module on which you want to carry out the
action. Values are:

— chassis — this is the default value, if -m is not specified.
— switch-n, where n=1

<action> — Action that you want to run on the specified
module. Values are:

— powerdown — (Chassis only) Turns off the chassis.

— powerup — (Chassis only) Turns on the chassis.

— powercycle — Power cycles the module.

— nongraceshutdown — (Chassis only) Non-gracefully
turns off the chassis.

— reset — Performs a hard reset of the module.

When <module> = switch, <action> must be powercycle or
reset.

None

Perform a reset of switch-1:
racadm chassisaction -m switch-1 reset

Module power operation successful.

Closes a communication session on the device. Use the
getssninfo command to view a list of sessions that can be
closed using this command.

To use this subcommand, you must have the Administrator
privilege.

racadm closessn -i <session 1id>
racadm closessn -a

racadm closessn -u <username>

-i<session id> — The session ID of the session to be ended,
which can be retrieved using RACADM getssninfo
subcommand.

Session running this command cannot be ended.
-a — Closes all sessions.
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-u <user name>— Close all sessions for a particular user
name.

— Remote RACADM: -u option or -i option

Output None

Example racadm closessn -i 1234

Closes the session 1234.

racadm closessn -u root
Closes all the sessions for root user.
racadm closessn -a

Closes all the sessions.

clirsel

Table 11. Cirsel

Description Deletes all existing records from the System Event Log (SEL).

To use this subcommand, you must have the Clear Logs privilege.
Synopsis racadm clrsel
cmcchangeover

Table 12. Cmcchangeover

Description Changes the state of the CMC from active to standby, or vice
versa, in a redundant CMC configuration. This subcommand is
useful for remote debugging or testing purposes.

To use this subcommand, you must have the Administrator

privilege.

% NOTE: This command is valid only in redundant CMC
environments. For more information, see the
"Understanding the Redundant CMC Environment"
section of the Dell Chassis System User Guide.

Synopsis racadm cmcchangeover

Input None

Output CMC failover initiated successfully.
Example racadm cmcchangeover

config

Table 13. Config

Description Allows you to set CMC configuration parameters individually or to batch them as part of a configuration file. If
the data is different, that CMC object is written with the new value.

Synopsis racadm config [-c|-p] -f <filename>

racadm config -g <groupName> -o <objectName> [-1i
<index>] <Value>
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NOTE: The configuration file retrieved using remote racadm are not interoperable. For the config -f
< file name> command, use the configuration file retrieved from the same interface.

% NOTE: The -f and -p options are not supported for the serial/Telnet/SSH console.

-f — The -f <filename> option causes config to read the contents of the file specified by <filename> and
configure CMC.

-p— This option must be used with the -f option. It directs config to delete the password entries
contained in the config file -f <filename> after the configuration is complete.

To apply the password, you must remove the preceding Read-Only marker '#' in the config file before
executing the config -f command.

-g— The -g <groupName>, or group option, must be used with the -o option. The <groupName>
specifies the group containing the object that is to be set.

-0 — The -0 <objectName> <Value>, or object option, must be used with the -g option. This option
specifies the object name that is written with the string <value>.

-i — The -i <index>, or index option, is valid only for indexed groups and can be used to specify a unique
group. The <index> is a decimal integer from 1 through n, where n can vary from 1 to maximum number of
indexes a particular group supports. If -i <index> is not specified, a value of 1is assumed for groups,
which are tables that have multiple entries. The index is specified by the index value, not a named value.

-¢ — The -¢, or check option, is used with the config subcommand and allows the user to parse the .cfg
file to locate syntax errors. If issues are found, the line number and a short description about the issue is
displayed. This option is a check-only.

This subcommand generates error output for any of the following reasons:

Invalid syntax, group name, object name, index, or other invalid database members.
RACADM CLI failures.

This subcommand returns an indication of the number of configuration objects that were written out of the
total objects in the .cfg file.

racadm config -g cfglanNetworking -o cfgNicIpAddress 192.168.0.5.

Sets the cfgNiclpAddress configuration parameter (object) to the value 192.168.0.5. This IP address
object is contained in the cfgLanNetworking group.

racadm config -f myrac.cfg

Configures or reconfigures CMC. The myrac.cfg file may be created from the getconfig command. This
file may also be edited manually as long as the parsing rules are followed.

NOTE: The myrac.cfg file does not contain passwords. To include passwords in the file, you must
enter them manually. If you want to remove password information from the myrac.cfg file during
configuration, use the -p option.

Connects to the switch or server serial console.

racadm connect [-b] —m <module>
racadm connect [-b] <server-n>

racadm connect [-b] <switch-n>

-b — Connects to the switch or console using the binary mode. This is an optional argument; a server or a
switch must be present.

% NOTE: If you use the -b option, reset the CMC to terminate the connect operation.

server-n, where n=1-4
switch-n, where n=1
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Table 14. deploy

Description
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% NOTE: The values 2 and 4 for n are valid only for multi-node sleds.

switch-n:wheren =1to2or<al|a2>

Connect to I/0 Module 1 serial console
racadm connect -m switch-1
Connect to server 1 serial console
racadm connect -m server-1

Configures the static IP address, subnet mask, gateway, and password for the root user on
iDRAC for the specified server.

To use this subcommand, you must have the Server Administrator privilege.

NOTE: You can also use setniccfg to configure static IP address, subnet mask,
gateway, DHCP, speed, and duplex properties.

racadm deploy -m <module> -u root -p <password> -s <ipaddress>
<subnet> <gateway> -b <device> -o <no|yes>

racadm deploy -m <module> -u root -p <password> -s -6
<ipvé6Address> <prefixlen> <gateway> -b <device> -o <no|yes>

where <prefixlen> is a number between 0 and 128.

racadm deploy -m <module> -u root -p <password> -d [-6]
racadm deploy -a -u root -p <password>

racadm deploy —q —e 1

racadm deploy —g --gd

-b <device> — Specifies the first boot device; must be used with -o.

Use with -m <module> to specify for an individual server, or with -a for all servers.

Legal values: device=None, PXE, hard disk drive (HDD), CD-DVD, vFDD, vCD-DVD, iSCS],
SD, FDD, RFS

-0 <no|yes> — Indicates if the server should boot from the device once; must be used
with -o.
Use with -m <module> to specify for an individual server, or with —a for all servers.

-a — Creates and enables an iDRAC root user if it does not exist, and is executed on all
the existing servers in the chassis.

-u root — Indicates that the <password> is supplied for the root user on the server. root
is a constant parameter, the only value that is valid with the -u option.

-m <module> — Specifies the server you want to configure.
Legal value must be one of the following values:

— server-<n> where n=1t0 4

— switch-<n> where n=1

-p <password> — Specifies the password for the root user on the server.

-s <ipaddress subnet gateway> — Sets the IP address, subnet mask, and gateway for
the specified server, separated by single spaces.

— ipaddress — A string representing a valid IP address. For example, 192.168.0.20.

— subnet — A string representing a valid subnet mask. For example, 255.255.255.0.
— gateway — A string representing a valid gateway address. For example, 192.168.0.1.
-d — Enables DHCP for the specified server.

27



The -s and -d options cannot be used together in the same command.

-6 — Enables IPv6 auto configuration (when used with -d.) Sets static IPv6 addresses
(when used with -s).

-q — Displays or modifies the quick deploy parameters.

-n<numofblades> — Specifies the number of reserved IP addresses for quick deploy. The
valid values are 2 and 4.

-e — Uses the CMC DNS settings for quick deploy. The legal values are:

— 1— Enable
— 0 — Disable
--qd — Updates the quick deploy parameters to the servers. This option works only with
the —g option.
Output None
Example racadm deploy -m server-8 -s 192.168.0.20 255.255.255.0

192.168.0.1
The server was deployed successfully.

The deploy command generates an error when used on the extension slot of a multi-slot
server.

racadm deploy -m server-9 192.168.0.11 255.255.255.0
192.168.0.1

ERROR: Server in slot 9 is an extension of the server in slot 1.

rracadm deploy -m server-7 -u root -p calvin -s -6 ::/64 :: 10

Displayable Characters

Displayable characters include the following set:
abcdefghijklmnopgrstuvwxwz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789~ 1Q@#S%7&* () _+-={}[1|\:";'<>, .2/

eventfilters
Description Gets, sets, and displays the list of event filter settings.

To use this subcommand with the get option, you must have the CMC Login User privilege.
Synopsis racadm eventfilters <eventfilters command type>

racadm eventfilters get -c <alert descriptor>
racadm eventfilters set -c <alert descriptor>-n <notifications>

% NOTE: The general format of an alert descriptor:

cmc.alert.category. [subcategory] . [severity]

where, category is mandatory, but subcategory and severity are optional. A severity
cannot precede a subcategory.

Valid category values are:

System
Config
Updates
Storage
Audit
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Valid severity values are:

Critical
Warning
Informational

Valid examples of alert descriptors are:

cmc.alert.all
cmc.alert.audit
cmc.alert.audit.lic
cmc.alert.audit.warning

cmc.alert.audit.lic.critical

get - Displays the list of event filter settings.
set - Configures the actions and notifications for a given event filter configuration.
-c - Alert descriptor of the specific event filter.

-n - The notification to be sent when the event occurs. Valid values are all, snmp, ipmi, lcd,
email, or none. You can append multiple notifications separated by a comma. You cannot enter
the values all or none with other notifications.

NOTE: If both event generation interval and notifications are configured and there is an
error while configuring the notifications, the event generation interval is not set. The
valid values are from 0-365. O disables the event generation.

Display all available event filter configurations:

racadm eventfilters get -c cmc.alert.all

Display eventfilter configurations for a specific category. For example, audit:
racadm eventfilters get -c cmc.alert.audit

Display eventfilter configurations for a specific subcategory. For example, licensing under the
audit category:

racadm eventfilters get -c cmc.alert.audit.lic

Display eventfilter configurations for a specific severity. For example, warning under the audit
category:

racadm eventfilters get -c cmc.alert.audit.warning

Display eventfilter configurations for a specific severity and subcategory. For example, a
severity of warning in the subcategory licensing under audit category:

racadm eventfilters get -c cmc.alert.audit.lic.warning
Clear all available alert settings:
racadm eventfilters set -c cmc.alert.all -n none

Configure using severity as a parameter. For example, all informational events in storage
category are assigned poweroff as action, and email and snmp as notifications:

racadm eventfilters set -c cmc.alert.storage.info -n email, snmp

Configure using subcategory as a parameter. For example, all configurations under the
licensing subcategory in the audit category are assigned poweroff as action and all
notifications are enabled:

racadm eventfilters set -c cmc.alert.audit.lic -n all

Configure using subcategory and severity as parameters. For example, all Information events
under the licensing subcategory in the audit category are assigned poweroff as action and all
notifications are disabled:

racadm eventfilters set -c cmc.alert.audit.lic.info -n none

Configures the internal fans to run at a higher speed than the normal speed.
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To use this subcommand, you must have the Chassis Configuration Administrator privilege.

racadm fanoffset [-s <off|low|medium|high>
Valid category values are:

off

low
medium
high

s — Sets the fan speed.

Disable the fanoffset feature.
racadm fanoffset -s off

Increases fan speed by 20% of fan’s maximum speed. Minimum speed for fan is 35% of the
maximum.

racadm fanoffset -s low

Increases fan speed by 50% of fan’s maximum speed. Minimum speed for fan is 65% of the
maximum.

racadm fanoffset -s medium

Sets fans to run at 100% of fan’s maximum speed.
racadm fanoffset -s high

Displays all active chassis features. The information displayed includes feature name, date activated, and the
serial number of the SD card used to activate the feature.

Dell Feature Cards may contain more than one feature.

NOTE: To use this subcommand to deactivate FlexAddress or ExtendedStorage, you must have the
Chassis Configuration Administrator privilege. A user with login privileges can view status only.

% NOTE: To deactivate FlexAddress features, the chassis must be turned off.

racadm feature -s
racadm feature -d -c <featurename>

racadm feature -r -c ExtendedStorage

-s — Displays the status of active features.

-d — Deactivates the feature specified in -c option.

NOTE: When the FlexAddress and FlexAddressPlus features are active, deactivating one of them
results in deactivation of the other feature also. However, ExtendedStorage is not affected by the
deactivation of FlexAddress or FlexAddresPlus.

-r — Repair damaged/unformatted ExtendedStorage media.
% NOTE: The -r switch requires that the ExtendedStorage feature be deactivated.

CAUTION: Using the -r switch reformats the SD media in the active CMC cardslot. Any existing
ExtendedStorage data will be lost.

-c — <featurename> must be one of the following:
flexaddress (with -d)
flexaddressplus (with -d) ExtendedStorage (with -d or -r)
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Verifies proper SD card installation and displays the SD card
status.

To use this subcommand, you must have the Chassis
Configuration Administrator privilege.

racadm featurecard -s

-s — Lists active SD card features and SD card status.

An example of output is given here.

racadm featurecard -s

Active CMC: The feature card inserted is
valid, serial number =
CNOH871T137401112222A00 The feature card
contains the following feature(s):
FlexAddress: bound

FlexAddressPlus: bound

ExtendedStorage: bound

Standby CMC: The feature card contains the
following feature(s):

FlexAddress: not bound

FlexAddressPlus: not bound
ExtendedStorage: bound

Allows you to update the firmware on the active and standby CMC firmware, chassis infrastructure
firmware, and storage component firmware (RAID controller, hard disk drive, and expander). You can:

Check the firmware update process status.

Update the firmware from a FTP or a TFTP server by providing an IP address and optional path.
Update the firmware from the local file system using remote RACADM.

The subcommand updates one or more devices of a single type at a time.

To use this subcommand, you must have the Chassis Configuration Administrator privilege.

% NOTE:

Running the subcommand to update the active CMC firmware resets the CMC, causing all
network connections to get logged off. While updating all other modules, including the standby
CMC, the active CMC continues to function normally without resetting.

The subcommand generates an error, when used on the extension slot of a multi-slot server.

The CMC firmware cannot be updated to any earlier version other than 2.0 for a chassis that is
configured with 1600W PSU.

CMC firmware update or roll back is supported only for firmware versions 1.2, 1.25, 1.3, 1.31, 1.35,
1.36, 2.0, and later. For any version other than these, first update to any of these versions, and
then update to the required version.

For 13th generation and later, CMC firmware includes a signature which is verified by CMC before update
to ensure the authenticity of the uploaded firmware. The firmware update process is successful only if the
firmware image is authenticated by CMC to be a valid image from the service provider and has not been
altered. The firmware update process is stopped if CMC cannot verify the signature of the uploaded
firmware image.

Upload firmware image from TFTP server and start firmware update.
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% NOTE: Run the firmware update command through only one remote racadm session at a time.

Using Remote RACADM:
racadm -r fwupdate -p -u -d <firmware image>

NOTE: iDRAC7 targets are not supported from CMC. Use the CMC GUI to update iDRAC7
targets from CMC.

When using FTP, if you provide the full path to the image file on the CLI, then the CMC uses that path
to locate that file on the host. If you do not provide a full path, then the CMC searches the home
directory of the specified user for the file if the host system is running Linux or another variant of UNIX.
If the host system is running Windows, then a default folder, such as C:\ftproot is searched.

% NOTE: While performing firmware update using the racadm fwupdate command, if the
number of characters in the firmware image path is greater than 256 characters, Remote
RACADM session logs off with the error message ERROR: Specified path is too
long.

racadm fwupdate -g -u -a 192.168.0.100 -d firmimg.cmc -m cmc-active

NOTE: Firmware update from local RACADM (using the -p, -u, or -d options) is not supported on
Linux operating system.

-p — The -p option is used to update the firmware file from the client. The -u option must be used with
the -p option.

-f — The FTP is used to download the firmware.

-g — For CMC, the firmware is downloaded using the TFTP server.

-u — The firmware update operation is performed.

-a — Specifies the TFTP server IP address or FQDN used for the firmware image (used with -g).

% NOTE: CMC accepts IPv4, IPv6, or fully qualified domain names (FQDN) for both FTP and
TFTP servers.

-d — Specifies the source path where the firmware image is stored.

% NOTE: The default source path is local Default: Designated TFTP default directory on that
host for the file if -g option is absent. If -g is used, it defaults to a directory configured on the

TFTP server.
-0 — Turns off the servers to perform an update.
-m <module>—

Specifies the module or device to be updated. <module> is one of the following values:

% NOTE: You can also specify multiple modules: —m <module 7> -m <module 2>, and so on.

— cmc-active (default)
— cme-standby
— ijominf-n, where n =1

% NOTE: You can specify the cmc-active and cmc-standby modules at the same time along
with one or more server-n modules. This enables the devices to be updated together.

— main-board

— perc-fqdd, where fqdd is FQDD of the PERC

— expander-fqdd, where fqdd is FQDD of the Storage Expander
— hdd-fqdd, where fqdd is FQDD of the HDD

-s — Displays the current status of the firmware update.

NOTE: Use -m to display the status of the module update. Omit -m to display the status of
the active CMC update.

% NOTE: Use all to get the status of all the targets that must be updated.

-c — Cancels the current firmware update of a module.
ﬁ NOTE: The Enclosure, Expander, HDD, and PERC updates cannot be cancelled.
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Displays a message indicating the operation that is being performed.

% NOTE: The following commands specifically apply to an active-CMC update.

Upload a firmware image from the client and start firmware update:

racadm fwupdate -p -u -d vrtx cmc.bin
Upload the firmware image from the TFTP server and start the firmware update:

racadm fwupdate -g -u -a 192.168.0.100 -d vrtx cmc.bin -m cmc-active
TFTP firmwareate has been initiated. This update process may take
several minutes to complete.

Upload the firmware image from the FTP server and start the firmware update.

racadm fwupdate -f 192.168.0.100 fred passwordl23 -d vrtx cmc.bin -m
cmc-active

Start IOM infrastructure firmware update.
racadm fwupdate -u -m iominf-1
Update firmware on both the CMCs.

racadm fwupdate -g -u -a 192.168.0.100 -d vrtx cmc.bin -m cmc-active -
m cmc-standby

Sighed CMC Firmware Image:

racadm fwupdate -g -u —a <TFTP IP> -d <Firmware Path> -m cmc-active

Firmware update has been initiated. This update process may take several minutes to complete.

racadm fwupdate -s -m cmc-active

Invalid firmware: The uploaded firmware image does not contain a verification signature

Saves CMC configuration properties or CMC Event Filter configurations to a file.

% NOTE:

If CMC is not in the network, you can only export the chassis configuration profile to the
local management station.

racadm get -f <filename>
racadm -r <CMC IP> -u <username> -p <password> get -f <filename>

racadm -r <CMC IP> -u <username> -p <password> get -f <filename> -t
xml

racadm get -f <filename> -t xml -u <username> -p <password> -1 <CIFS
share>

racadm get -f <filename> -t xml -1 <NFS share>

—f: save event filter configurations to a file.

—u: username of the remote share where the file must be exported.

-p: password for the remote share where the file must be exported.

-1: network share location where the file must be exported.

-t: specify the file type to be exported. Valid value is “xml”. This option is case-sensitive.

—--clone: export the cloned configuration file. Only the XML file format is supported. The
configuration file can be exported to a local or remote share.

--replace: export the replaced configuration file. Only XML file format is supported. The
configuration file can be exported to a local or remote share.
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getactiveerrors

Description

Synopsis

Input

Output

getassettag

Description

Synopsis

Input

Example

34

--includeph: include password hash attributes

—Save event filter configurations to a file by using remote racadm.

racadm -r 192.168.0.11 -u root -p <default root user password> get

-f config.txt

Export event filter configurations to a file by using remote racadm.
racadm -r 192.168.0.120 -u abc -p <password> get -f file.txt

Export the CMC XML configuration to a local share using remote racadm

racadm -r 192.168.0.120 -u abc -p <password> get -f file.xml -t xml
Export the CMC XML configuration to a CIFS share

racadm get -f file.xml -t xml -u myuser -p mypass -1 //192.168.0.0/

share

Export the CMC XML configuration to an NFS share
racadm get -f file.xml -t xml -1 192.168.0.0:/myshare

Displays the active errors in a chassis.
To run this subcommand, you must have the CMC Login User privilege.

racadm getactiveerrors

[-s <severity> ] [-m <module>]

valid values for <severity>: critical, warning, info
valid values for <module>: server-n, wheren =1t04

switch-n, where n =1
cme-n, wheren =1, 2
fan-n, wheren=1t0 6
ps-n, wheren =1to 4
chassis

kvm

Display entire log:
racadm getactiveerrors

- Display specific module log:

racadm getactiveerrors -m server-1

- Display entire informational log:

racadm getactiveerrors -s info

Displays the asset tag for the chassis.
To use this subcommand, you must have the CMC Login User
privilege.

racadm getassettag [-m <module>]

-m <module> — Specifies the module whose asset tag you
want to view.
Legal value: chassis

racadm getassettag -m chassis

racadm getassettag
chassis 78373839-33
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getchassisname
Description

Synopsis

Example

getconfig
Description

Synopsis

Input

Output

DEALEMC

Displays the name of the chassis.

To use this subcommand, you must have the CMC Login User privilege.

racadm getchassisname

racadm getchassisname

CMC-1

Retrieves CMC configuration parameters individually, or all CMC
configuration groups may be retrieved and saved to a file.

racadm getconfig -f
racadm getconfig -g
racadm getconfig -u
racadm getconfig -h

racadm getconfig -g
<objectName>
[-1 index]

<filename>
<groupName> [-1 <index>]

<username>

<groupName> -0

-f — The -f <filename> option directs getconfig to write
the entire iDRAC configuration to a configuration file. This

file can be used for batch configuration operations using the
config subcommand.

-g — The -g <groupName>, or group option, can be used to
display the configuration for a single group. The groupName
is the name for the group used in the racadm.cfg files. If the
group is an indexed group, use the -i option.

-h — The -h, or help option, displays a list of all available
configuration groups in alphabetical order. This option is
useful when you do not have exact group names.

-i — The -i <index>, or index option, is valid only for indexed
groups and can be used to specify a unique group. The
<index>is a decimal integer from 1 through n, where n can
vary from 1 to maximum number of indexes a particular
group supports. If -i <index> is not specified, a value of 1is
assumed for groups, which are tables that have multiple
entries. The index is specified by the index value, not a
named value.

-0 — The -0 <objectname> or object option specifies the
object name that is used in the query. This option is optional
and can be used with the -g option.

-u — The -u <username>, or user hame option, can be used
to display the configuration for the specified user. The
<username> option is the login name for the user.

-v — The -v option displays additional details with the
display of the properties and is used with the -g option.

This subcommand generates error output upon encountering
either of the following:

Invalid syntax, group name, object name, index, or other
invalid database members

RACADM CLI transport failures
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getdcinfo

Description
controls daughtercards.

If errors are not encountered, this subcommand displays the
contents of the specified configuration.

Displays all of the configuration properties (objects) that are
contained in the group cfglLanNetworking.
racadm getconfig -g cfglLanNetworking

Saves all group configuration objects from iDRAC to

myrac.cfg.
racadm getconfig -f myrac.cfg

Displays a list of the available configuration groups on iDRAC
in an alphabetical order.
racadm getconfig -h

Displays the configuration properties for the user named
root.
racadm getconfig -u root

Displays the user group instance at index 2 with verbose
information for the property values.
racadm getconfig -g cfgUserAdmin -i 2 -v

If you do not configure the following key attributes in their
respective groups for a particular index, the groups are not
saved in to the file. This is applicable for all the index groups.

Groups Key Attributes

cfgEmailAlert
cfgLDAPRoleGroup
cfgServerinfo

cfgStandardSchema

cfgUserAdmin

cfgEmailAlertAddress
cfgLDAPRoleGroupDN
cfgServerBmcMacAddress
cfgSSADRoleGroupName

cfgTraps cfgTrapsAlertDestIPAddr

cfgUserAdminUserName

Displays general |70 module and daughter card configuration information. Only the CMC

To use this subcommand, you must have the CMC Login User privilege.

% NOTE: Fabric verification for server DCs is performed only when the chassis is turned
on. When the chassis is on stand-by power, iDRACs on the server modules remain
turned off and thus are unable to report the server's DC fabric type. The DC fabric
type may not be reported in the CMC user interface until iDRAC on the server is

turned on.

Synopsis racadm getdcinfo

Input -n — Displays the model names for the daughter cards in servers.

Example
The following example is for a system with multi-slot servers.

racadm getdcinfo
Group A I/0 Type : Gigabit Ethernet
Group B I/0 Type : PCIle

Group C I/0 Type : PCIe
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<IO#> <Type> <State> <Role>

switch-1 Gigabit Ethernet OK Master
<Server#> <Presence> <DC1 Type> <DC1 State> <DC2 Type> <DC2 State>
server-1 Present PCIe OK PCIe OK
server-2 Not Present None N/A None N/A
server-3 Present PCIe OK None N/A
server-4 Not Present None N/A None N/A
getdcinfo -n

<Server#> <Presence> <DC1 Model Name> <DC2 Model Name>
server-1 Present None None

server-2 Not Present None None

server-3 Not Present None None

server-4 Present None Broadcom M5708t

getflexaddr

Description

Synopsis

Input

Example

Enabled or disabled status is displayed for the entire chassis and
fabric ID decoder. Use the command with -i option to display

the

MACs/WWN on a per-slot-basis

The decoder values in the Type column indicate the protocols of

the

network cards:

0— Unsupported
1— ISCSI

2— FCoE-FIP

3— iSCSI/FCoE-FIP

To use this subcommand, you must have CMC Login User
privilege.

NOTE: If FlexAddress is not activated on the chassis,
the command displays server-assigned MAC/WWN
addresses. If the slot is empty, the command leaves the
server-assigned MAC/WWN addresses blank. If an
external console controls the MAC/WWN addresses,
the command displays an externally managed message.

racadm getflexaddr [-i <slotNum>]

-i <slotNum> — Specifies the slot information to be displayed.
<slotNum> must be from 1 to 4.

Displays the current FlexAddress settings for all the slots and fabrics.

racadm getflexaddr

DEALEMC

37



<Slot#> <Status> <Server Presence>

1 Enabled Present
2 Enabled Present
3 Enabled Not Present
4 Enabled Not Present

Displays the current FlexAddress setting for slot 4
racadm getflexaddr -i 4
Slot-4 server presence = Present

Slot-4 flexaddress enabled =1
<Name> <Type> <Server-Assigned> <Chassis-Assigned>

slotd4-idrac Controller 18:A9:9B:FD:C7:57 F8:DB:88:3D:
9F:A7 (active)

slotd-A 10 GbE KR 00:90:FA:51:36:54 F8:DB:88:3D:
9F:A8 (active)

10 GbE KR/3 00:90:FA:51:36:55 F8:DB:88:3D:
9F:AA (active)

FCOE-WWN 10:00:00:90:FA: 20:01:F8:DB:88:3D:
51:36:55 9F:AA (active)
10 GbE KR/3 00:90:FA:51:36:56 F8:DB:

88:3D:A2:78 (active)
ﬁ NOTE: 10 GbE KR/3— The value 3 indicates the protocol type.

getioinfo

Table 15. getioinfo
Description Displays general information about the I/0 modules on the chassis.
To use this subcommand, you must have the CMC Login User privilege.
NOTE: The fabric type may be any supported |/0 fabric type, such as Ethernet, Fiber Channel,
and Infiniband.

Synopsis racadm getioinfo
racadm getioinfo [-m <module>]
racadm getioinfo [-m <module>][-s]

Input -m — Specifies the module or device. The <module> must be switch — <n>, where n = 1-2
-s — Displays the stack information.

Example

racadm getioinfo

<IO> <Power> <Name> <Role> <Mode> <Type> <Presence> <POST>
switch-1 ON R1-PT Pass- N/A Gigabit Present OK
VRTX 1Gb through Ethernet
Master
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getled

Displays the LED settings on a module: blinking, not blinking, or
unknown (for empty slots).

To use this subcommand, you must have the Login User
privilege.

racadm getled -m <module>

CMC only options:

-m <module> — Specifies the module whose LED settings you
want to view.

<module> can be one of the following:

server-n where n=1-4
switch-n where n=1
chassis

cmc-active

For CMC:

racadm getled -m server-10
<module> <LED state> server-10 Blinking
racadm getled -m chassis

<module> <LED state> server-10 Not blinking
racadm getled -m server-1
<module> <LED state> server-1 ON

racadm getled -m server-9
<module> <LED state> server-9 Extension(1)

Displays the MAC/WWN addresses and fabric ID decoder for all modules or for a specified module.
The decoder values indicate the protocols of the network cards:

To use this subcommand, you must have the CMC Login User privilege.

-m chassis

-m switch-<n>

[-m <module> [-x]] [-t iscsi]

IO-Identity
Flexaddress
Factory

all

-m <module> — Specifies the module whose MAC address you want to view.

Description

Synopsis

Input

Example

getmacaddress

Description
0— Unsupported
1— ISCSI
2— FCoE-FIP
3— iSCSI/FCoE-FIP

Synopsis
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress
racadm getmacaddress

Input

DALEMC
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<module> may be one of the following:
server-n, where n=1-4
switch-n, where n=1

-t — Displays the iSCSI MAC addresses for all servers or the specified server if used with -m option.
-x — Displays the extra MACs (Ethernet or iSCSI) for servers with additional LOM MACs and must be

used with -m option.

-a — Displays the Ethernet and iSCSI MAC/WWN addresses for all IDRAC/LOMs/mezzanine cards.
When FlexAddress is enabled for a particular slot, then the chassis-assigned MAC/WWN address is

displayed.

-¢ — Displays the ethernet, iISCSI, MAC/WWN, assignment type, and partition status of all LOMs or

mezzanine cards. Valid values for the -c option are:

— |O-Identity — Displays the user-defined MAC/WWN addresses.

— FlexAddress — Displays the chassis-assigned WWN/MAC addresses.
— Factory — Displays the MAC/WWN addresses for all LOMs or mezzanine cards.
— all — Displays the console assigned MAC/WWN of all LOMs or mezzanine cards.

Example

Displays the NDC or LOM MAC address.

racadm getmacaddress

Display iISCSI MAC addresses for all servers.

racadm getmacaddress -t iscsi

Display iISCSI MAC for server-1.

racadm getmacaddress -m server-1 -t iscsi
Display extra iSCSI MACs for server-1 (if available).

racadm getmacaddress -m server-1 -t iscsi -x
Displays the user-defined MAC and WWN address.

— racadm getmacaddress -c io-identity

— racadm getmacaddress -c io-identity -m server -2

Displays the console assigned MAC/WWN of all LOMs or mezzanine cards.

racadm getmacaddress -c all

Displays the chassis assigned WWN/MAC address.
racadm getmacaddress -c flexaddress

Displays the MAC/WWN addresses for all LOMs or mezzanine cards.

racadm getmacaddress -c factory

Displays the MAC address for chassis.

racadm getmacaddress -m chassis

<Name> <Presence>

CcMC Present N/A

Displays the MAC address for switch-1

racadm getmacaddress -m switch-1

40

<BMC MAC Address>

<NIC1 MAC
Address>

FO0:4D:A2:77:71:72

<NIC2 MAC
Address>

N/A
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<Name>

Switch-1

<Presence>

Present

Display MAC for server-1.

<BMC MAC

Address>

Not Installed

racadm getmacaddress -m server-1

<Name>

server-1

server-4

<Presence>

Present

Extension (1)

Display extra MACs for server-1 (if available).

racadm getmacaddress -m server-1 -x

<Name>

server-1

<Presence>

Present

Displays the MAC address.

racadm getmacaddress

<Name>

CMC

Server-1

Server-2

Server-3

Server-4

Switch-1

<Presence>

Present

Present

Present

Not Present

Present

Present

<BMC MAC
00:11:43:
N/A
<BMC MAC
00:11:43:
<BMC MAC
N/A
00:1E:4F:
00:22:19:
N/A
00:18:8B:
N/A

Address>

FD:B7:2A

Address>

FD:B7:2A

Address>

2A:AF:7B

D2:1E:84

FF:45:2A

<NIC1 MAC
Address>

00:00:00:00:00:00

<NIC1 MAC
Address>

00:11:43:FD:B7:2A

00:11:43:FD:B7:2C

<NIC1 MAC
Address>

00:11:43:FD:B7:2A

00:11:43:FD:B7:2C

<NIC1 MAC
Address>

00:1E:4F:1F:3C:58

00:1E:4F:2A:D3:97

N/A

N/A

00:18:8B:FF:AA:02

00:00:00:00:00:00

Displays the Ethernet and iISCSI MAC/WWN addresses for all IDRAC/LOMs/mezzanine cards.

racadm getmacaddress -a

<Name>

CMC

Server-1-A

DUALLEMC

<Type>

N/A

Gigabit

Ethernet

isCsI

<Presence>

Present

Present

Present

<BMC MAC <NIC1 MAC
Address> Address>
N/A 00:1E:4F:1F:
3C:58
00:1E:4F: 00:1E:4F:
2A:AF:7B 2A:D3:97
00:1E:4F:
2A:D3:98

<NIC2 MAC
Address>

Not Installed

<NIC2 MAC
Address>

00:11:43:FD:B7:2B

00:11:43:FD:B7:2D

<NIC2 MAC
Address>

00:11:43:FD:B7:2B

00:11:43:FD:B7:2D

<NIC2 MAC
Address>

N/A
00:1E:4F:2A:D3:99
N/A
N/A
00:18:8B:FF:AA:04

N/A

<NIC2 MAC
Address>

N/A
00:1E:4F:
2A:D3:99

00:1E:4F:
2A:D3:9A

11



Server-1-B Gigabit Present Not Installed ©Not Installed
Ethernet
iSCSI Present Not Installed ©Not Installed
Server-1-C Fibre Channel Present Not Installed Not Installed
4
Server-2-A Gigabit Present 00:22:19:D2:1E N/A N/A
Ethernet : 84
iSCSI Present N/A N/A
Server-2-B Gigabit Present Not Installed ©Not Installed
Ethernet
iSCSI Present Not Installed Not Installed
Server-2-C Fibre Channel Present Not Installed Not Installed
4
Server-3 N/A Not Present N/A N/A N/A
Server-4-A Gigabit Present 00:18:8B:FF: 00:18:8B:FF:AA 00:18:8B:FF:AA
Ethernet 45:2A :02 :04
i1SCSI Present 00:18:8B:FF:AA 00:18:8B:FF:AA
:03 :05
Server-4-B Gigabit Not Present Not Installed ©Not Installed
Ethernet
i3CSI Present Not Installed ©Not Installed
Server-4-C Fibre Channel Present Not Installed Not Installed
4
Switch-1 None Present N/A 00:00:00:00:00 N/A
:00
Displays the user-defined MAC and WWN address.
racadm getmacaddress -c I0-Identity
<Name> <Type> <Presence> <Active WWN/ <Partition <Assignment
MAC> Status> Type>
server-1-A  IDRAC- Present N/A Factory
Controller 18:A9:9B:FD:C4:
DF
Gigabit Present 00:0A:00:0A: Unknown IO-Identity
Ethernet 00:00
Gigabit Present 00:0A:00:0A: Unknown IO-Identity
Ethernet 00:01
Gigabit Present 00:0A:00:0A: Unknown IO-Identity
Ethernet 00:02
Gigabit Present 00:0A:00:0A: Unknown IO-Identity
Ethernet 00:03

Displays the MAC/WWN addresses for all LOMs or mezzanine cards.

racadm getmacaddress -c factory
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<Name>

Server-3-A

Switch-1

<Type>

IDRAC-
Controller

Gigabit
Ethernet

Gigabit
Ethernet

10 GbE KR

<Presence>

Present

Present

Present

Present

Displays the chassis-assigned WWN/MAC address.

racadm getmacaddress -c flexaddress

<Name>

Server-4-
A

<Type>

IDRAC-

Controller

10 GbE KR

10 GbE KR/3

10 GbE KR/3

<Presence>

Present

Present

Present

Present

<Active WWN/
MAC>

5C:F9:DD:D6:1C
:CE

84:8F:
69:FC:E8:F0

84:8F:
69:FC:E8:F1

F8:B1:56:45:DD
:BD

<Active WWN/
MAC>

F8:DB:88:3D:
9F:A7

F8:DB:88:3D:
9F:A9

F8:DB:
88:3D:A2:78

F8:DB:
88:3D:A2:7B

% NOTE: 10 GbE KR/3— The value 3 indicates the protocol type.

Displays the console assigned MAC/WWN of all LOMs or mezzanine cards.

racadm getmacaddress -c all

<Name>

Server-1-A

Server-3-A

Server-4-A

DALLEMC

<Type>
IDRAC-
Controller

Gigabit
Ethernet

Gigabit
Ethernet

10 GbE KR/3

FCoE-WWN

<Presence>

Present

Present

Present

Present

Present

<Active WWN/MAC>

18:A9:9B:FD:C4:DF

00:0A:00:0A:00:00

84:8F:69:FC:E8:F1

F8:DB:88:3D:A2:7A

20:01:F8:DB:
88:3D:A2:7A

<Partition
Status>

N/A

Unknown

Unknown

N/A

<Partition

Status>

N/A

Disabled

Unknown

Unknown

<Partition

Status>

N/A

Unknown

Unknown

Unknown

Unknown

<Assignment
Type>

Factory

Factory

Factory

Factory

<Assignment
Type>

FlexAddress
FlexAddress

FlexAddress

FlexAddress

<Assignment

Type>

Factory

IO-Identity

Factory

FlexAddress

FlexAddress
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getmodinfo

Table 16. getmodinfo

Description Displays configuration and status information for all modules or a specified module (server, switch, CMC, fan
unit, blower, power supply unit, chassis, DVD, main-board, 10 cable, and FPC cable) in the chassis.

To use this subcommand, you must have CMC Login User privilege.

% NOTE: The service tag field is blank for modules that do not have service tags.
Synopsis racadm getmodinfo [-m <module>] [-A]

Input -m <module> — Specifies the module for which the configuration and status information is required. The

default command (no options) displays information about all the major components in the chassis.
<module> can be one of the following values:

— server-n,wheren=1t04
— switch-n, wheren =1

— CMC-n, wheren=1or2

— fan-n,wheren=1t06

— blower-n,wheren=1t04
- ps-n,wheren=1to4

— chassis

- dvd

- main-board

— 1lo-cable

— fpc-cable

— storage

-A — Does not display the headers and labels in the output.

Example racadm getmodinfo -m switch-1
<module> <presence> <pwrState> <health>
<svcTag> <nodeId>
Switch-1 Present
ON OK N/
A N/A

racadm getmodinfo

% NOTE: A power state of "Primary" denotes Active CMC.

<module> <presence> <pwrState> <health> <svcTag>
<nodeId>

Chassis Present

ON Not OK

3BPV622 N/A

Main-Board Present

ON OK N/

A N/A

Storage Present

ON OK 3BPV622
Fan-1 Unknown N/
A Not OK N/A

N/A

Fan-2 Present

ON OK N/

A N/A

Fan-3 Present
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ON

A

Fan-4

ON

A

Fan-5

ON

A

Fan-6

ON

A
Blower-1
ON

A
Blower-2
ON

A
Blower-3
ON

A
Blower-4
ON

A

PS-1
Online
A

PS-2
Online
A

PS-3

A

N/A

PS-4

A

N/A
CMC-1
Primary
A

CMC-2
Standby
A
Switch-1
ON

A
Server-1
A

N/A
Server-2
A

N/A
Server-3
OFF
DJ22H82
Server-4
A

N/A

DVD

ON

A
IO-Cable
ON
3BPV622
FPC-Cable
ON
3BPV622

OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Present
OK

N/A
Not Present

N/A

Not Present

N/A

Present
OK
N/A
Present
OK
N/A
Present
OK
N/A
Not Present

N/A

Not Present

N/A

Present
OK

Not Present

N/A

Present
OK
N/A

Present
OK

N/A
Present
OK

N/A

N/

N/

N/

N/

N/

N/

N/

N/

N/

N/

N/
N/A

N/

N/A

N/

N/

N/

N/
N/A

N/
N/A
DJ22H82
N/

N/A

N/
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getniccfg

Table 17. getniccfg

Description

Synopsis

Input

Example

46

Displays the current NIC settings.

racadm getniccfg

racadm getniccfg
racadm getniccfg -m <module>

where —m must be one of the following values:

chassis

: default state if -m is not specified

server—-n

wheren=1to4

switch-n

:wheren =1

racadm getniccfg

NIC Enabled =1

IPv4 Enabled 1

DHCP Enabled 1

Static IP Address = 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.94.225.212
Current Subnet Mask = 255.255.255.128
Current Gateway 10.94.225.129
IPv6 Enabled 0
Autoconfiguration Enabled 1

Static IPv6 Address = ::/64

Static IPv6 Gateway HH
Link Local Address
Current IPv6 Address 1
Current IPv6 Gateway =

Autonegotiate

Speed =

Duplex = Autonegotiate
VLAN Enable =0

VLAN ID =1

VLAN priority =0

racadm getniccfg -m server-3

LOM Model Name = BRCM GbE 4P 5720
LOM Fabric Type = Gigabit Ethernet
IPv4 Enabled =1

DHCP Enabled =0

IP Address = 0.0.0.0

Subnet Mask = 0.0.0.0

Gateway = 0.0.0.0

IPv6 Enabled =0
Autoconfiguration Enabled = 1

Link local Address =
IPv6 Gateway =

O e

VLAN Enable =
VLAN ID =1
VLAN priority =0

bNDC
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racadm getniccfg -m switch-1

DHCP Enabled =0

IP Address = 0.0.0.0

Subnet Mask = 0.0.0.0

Gateway = 0.0.0.0
getpbinfo
Description Displays power budget status information.

To use this subcommand, you must have the CMC Login User privilege.

Synopsis racadm getpbinfo
Example

racadm getpbinfo

[Power Budget Status]

System Input Power = 333 W

Peak System Power = 403 W

Peak System Power Timestamp = 15:38:01 06/14/2013
Minimum System Power = 269 W

Minimum System Power Timestamp = 19:12:27 09/22/2000
Overall Power Health = OK

Redundancy = Yes

System Input Power Cap = 5000 W

Redundancy Policy = Power Supply Redundancy
Dynamic PSU Engagement Enabled = No

System Input Max Power Capacity = 2372 W

Input Redundancy Reserve = 1182 W

Input Power Allocated to Servers = 327 W

Input Power Allocated to Chassis Infrastructure = 427 W

Total Input Power Available for Allocation = 344 W

Standby Input Power Capacity =0 W

Server Based Power Management Mode = No

Max Power Conservation Mode = No

Server Performance Over Power Redundancy = No

[Chassis Power Supply Status Table]

<Name> <Presence> <Power State> <Input Current> <Input Volts> <Output
Rated Power>

PSSl Present Online 1.3 A 115.5 Vv 1050 W
PS2 Present Online 1.6 A 116.0 Vv 1050 w
PS3 Not Present Slot Empty N/A N/A N/A
PS4 Not Present Slot Empty N/A N/A N/A
[Server Module Power Allocation Table]

<Slot#> <Server Name> <Power State> <Allocation> <Priority> <Blade Type>

1 SLOT-01 OFF 0w 1 PowerEdge M620

2 SLOT-02 N/A N/A 1 N/A

3 SLOT-03 ON 327 W 1 PowerEdge M620

4 SLOT-04 N/A N/A 1 N/A

getpciecfg

Description Displays the FQDD of the PCle slots and Virtual Adapters, and their mapping information and properties.

DELLEMC 47



Synopsis

Input

Example
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% NOTE:

To use this subcommand, you must have the CMC Login User privilege.

Lengthy PCle card names and server slot names are truncated when the assignments for all PCle slots
are displayed.

racadm getpciecfg [-c <FQODD>] [a]

-a — Use this option to display the assignment of PCle slots and Virtual Adapters.
-¢c — Use this option to select a specific PCle adapter or Virtual Adapter.
FQDD — FQDD of the selected PCle slot or Virtual Adapter.

-r — Use this option to view the ride-through configuration settings.

The following example displays a shared external adapter in PCle slots:
racadm getpciecfg -a

<PCIe <Name> <Power <Server <Server <Server
Slot#> State> Slot Name> Slot#> Presence>
PCIle Broadcom OFF Unmapped N/A N/A
slot-1 Corporation